
KĪSPIN SĪMĀK AWINA 
KINŌTĪ-AYAMIHIK AKĀCĪ 
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mwāci mistahi phishing-pākacīkimowina kawāpātīn 

kā-kakwī-maci-itōtākiwiyin māmātāwi-āpacīcikan 

kā-apacītāyin. māka wīcasin kawāpātaman -kīspin 

kikiskēnētīn kēkwān kā-asawāpātaman. mākōwā mwāci 

kā-misāki tēhpahkōp kā-miskwāki wīpāscikana 

kā-asawāpātaman ispihk kā-pīmasināhamākawiyin 

email akācī text. 

Real emergencies don’t 
happen over email. 
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Anyone asking for personal
information over email or text 
probably shouldn’t be trusted 
with it, anyway.

LOOK OUT FOR:
LOOK OUT FOR:

LOOK OUT FOR:
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Phishing is one of the most common threats you 
can encounter online. Luckily, phishing 
messages can be easy to spot — if you know 
what you’re looking for. 

Here are the 7 biggest red flags you should 
check for when you receive an email or text.

kīspin tāpwe emergency namōna 
kapī-masināhamākawin email. 
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kīspin sīmāk poko 
kāwī-kamasināmākiyin

kīspin kiwī-misimikawin 
akācī kakipahikātīk 
account-masinahikan

Link-mākonikanisa 
kā-itōtahikawiyin 
login-masinahikanīk 
mamātāwi-āpacīcikanīk. 

Kīspin kikakwīcimikawin 
kītwām kamasināhaman 
account-masinahikanisa 

Kīspin kisīkimikawin 
kasipwīcisahaman 
kisōniyāwikamik-masinahikana

kīspin awina kinitotamāk tipinaw 
kīna-kimasinahikana kā-apacītāt 
email akācī kā-pīmasināhamāsk 
oci text mōna misawāc 
kakī-tāpwēkīnamīt.

4

Winning a lottery is unlikely. 
Winning a lottery you didn’t 
enter is impossible! 

Expect the unexpected, and then 
send it right to the trash.
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Prizes you have to 
pay to receive 

Inheritance from 
long-lost relatives

Winnings from contests 
you’ve never entered

Updates on deliveries for
things you didn’t order

Receipts for items you 
didn’t purchase

ŌKI ASAWĀPĀTA:

LOOK OUT FOR:
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Searching for clues in a phishing 
email puts your love of true crime 
podcasts to good use.

Attachments might seem like gifts 
for your inbox. But just like real 
gifts, they’re not always good…

LOOK OUT FOR:
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Real emergencies don’t 
happen over email. 
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Pressure to 
respond quickly 

Threats of closing your 
account or taking 
legal action

Links directing you 
to login pages

Requests to update your 
account information

Demands for your financial 
information, even from 
your bank

Anyone asking for personal
information over email or text 
probably shouldn’t be trusted 
with it, anyway.

LOOK OUT FOR:
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Kā-otahikiyin lottery, namōna 
māskōc miscowāk. namōna 
kākī-otahikān lottery kīspin 
namōna kikī-atāwiyin.

kāwina nānitaw itēnīta, 
tāpwipakwāni wīpina.

Katipāhaman 
kiyōtahowina

Kīspin awina 
tāpiskōc ī-wākōmat 
kinakatamākawin 
kēkwān awsowīnīta

Kīspin kiwītamākawin 
i-otahikiyin ēkwa namwāc 
ikī otinaman anima 
mawanīkīwin-masinahikan

kīspin 
kipīmasinahāmākawin 
tāpiskōc kēkwān 
ikī-nitotaman māka 
namwāc kikī-nitocikān. 

kā-atāwiyin-masinahikanis 
ipīmasināhamākawiyin 
ēkwa namwāc ikī-atāwiyin 
kēkwān. 

LOOK OUT FOR:

Searching for clues in a phishing 
email puts your love of true crime 
podcasts to good use.

Links that don’t go to 
official websites

Spelling or grammar errors, 
beyond the odd typo, that 
a legitimate organization 
wouldn’t miss

Incorrect (but maybe 
similar) sender email 
addresses

LOOK OUT FOR:

Attachments might seem like gifts 
for your inbox. But just like real 
gifts, they’re not always good…

For some reason, hiring a graphic designer isn’t on a 
cyber criminal’s priority list. ¯\_(ツ)_/¯

Weird file names 

Uncommon file types 

Attachments you 
didn’t ask for

LOOK OUT FOR:
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Real emergencies don’t 
happen over email. 
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Winning a lottery is unlikely. 
Winning a lottery you didn’t 
enter is impossible! 

Expect the unexpected, and then 
send it right to the trash.
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Prizes you have to 
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didn’t purchase
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kāsawāpātaman tāpwēwin 
kāpīmasināhamākawiyin 
kaminowīcihikon

pēyakwan ipī-mosci-pīcisāmākawiyin 
isinākwanwa ōki 
Attachment-masinahikana, 
māka namwāci ōki minwāsinwa

osām nanātōk 
isinīkātīwa

osām nanātōk 
file-type-masinahikana

kīspin namōna 
kikī-nitotamān

LOOK OUT FOR:

LOOK OUT FOR:
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pīspin namōna aniki 
nanātōk-mākonikanisa 
ispaninwa

pīspin māmāsīs 
isi-masinahikātīw, 
namōna māmāsīs 
masinahikīwak 
otatoskīwak 

papiyātak ayamītā 
awina kā-pīcisāhamāsk 
apwitikwī pītos 
email-address
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Demands for your financial 
information, even from 
your bank
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Winning a lottery you didn’t 
enter is impossible! 

Expect the unexpected, and then 
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Searching for clues in a phishing 
email puts your love of true crime 
podcasts to good use.

Links that don’t go to 
official websites

Spelling or grammar errors, 
beyond the odd typo, that 
a legitimate organization 
wouldn’t miss

Incorrect (but maybe 
similar) sender email 
addresses

LOOK OUT FOR:

Attachments might seem like gifts 
for your inbox. But just like real 
gifts, they’re not always good…

namōna kawāpamāwak ōki opākacīkīmowak 
kā-minwāsiki otisīwicikīwinowāwa

Weird file names 

Uncommon file types 

Attachments you 
didn’t ask for

LOOK OUT FOR:
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KĪSPIN OSĀM MĀMĀSĪS ISINĀKWANKĪSPIN OSĀM MĀMĀSĪS ISINĀKWAN

kīspin aniki 
email-masinahikana 
mosci cikāstīpanīcikana

namōNa kwayask 
nōkwanwa 
logo-cikāstīpisona

kōmpanī-email masinahikana māmāsīs masinahikātīwa

kāwina 
mākona ōki 
link-makonikanisa

kāwina 
kāwī-masināmawik 
akāci sāpo-itsāhamākī

kāwina nōtīna 
attachment-masinahikana

KĀSĪNA ANIMA EMAIL-MASINAHIKAN AKĀCĪ KĀPĪ-MASINAHAMĀKAWIYIN 
TEXT OCI, AKĀCĪ PĪTOS ISI KĀWĪ-MASINAHAMAWIK 

KĪSPIN NAMŌNA KIKICINĀHON.
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GIKOWAABMDAN OWI:

kispin kiyāpic kinotī-kiskīnītīn īsi kakitāpamisowin ōta itōtī
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TĒPAKOHP
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PHISING-PĀKACĪKĪMOWIN 
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KĀMISKWĀKI-WĪPĀSCIKANA
KĪSPIN ŌKI 

KĀMISKWĀKI-WĪPĀSCIKANA
 KIWĀPĀTĪN PĪ-MASINĀHAMĀKAWINI


