
CYBER SECURITY 
AWARENESS MONTH
2020

YOUR GUIDE TO 



WHAT IS GET CYBER SAFE?
Get Cyber Safe is a campaign led by the Government of 
Canada’s Communications Security Establishment to inform 
Canadians about the simple steps they can take to stay safe 
online.



WHAT IS CYBER SECURITY 
AWARENESS MONTH?
Cyber Security Awareness Month (CSAM) is an 
internationally recognized campaign held each October to 
inform the public of the importance of cyber security.
This year, Cyber Security Awareness Month is a time to 
appreciate our devices. It is our chance to say thanks for 
all our devices do for us by giving them the care they 
deserve. Each week highlights a different type of device 
and focuses on the different ways we can appreciate it 
through acts of cyber security.



WEEK 1:
TAKING 
STOCK
OCTOBER 1-3

Devices have become an integral part 
of our lives, to the point where it’s 
hard to remember all of the connected 
devices we use daily. The first few 
days of CSAM focus on taking stock 
of all of the devices in your life and 
bidding farewell to those devices that 
have served you well, but that you 
might not use anymore.



WEEK 2: 
PHONE 
WEEK
OCTOBER 4-10

Whether you want to connect with your 
loved ones, knock some things off your 
work ‘to-do’ list, or just kill time, your 
phone is there when you need it. It’s 
time to repay your phone for all it has 
done for you by making sure it’s 
properly secured.
This week focuses on key tips you can 
use to keep your phone safe, including:

• Software updates
• Smishing scams
• Multi-factor authentication



SOFTWARE AND OS 
UPDATES
Updating your software might be annoying, but 
it’s one of the easiest ways to keep your devices 
safe. Plus, updates can give you access to new 
features and bug fixes to make your devices 
work even better than before.
Turn automatic updates on whenever you can to 
make sure your phone is as safe and up-to-date 
as possible!
Learn more about updates
• System updates
• Your software is so last year
• Video: Software updates

of Canadians have 
automatic updates 
enabled
Get Cyber Safe Awareness Tracking Survey, 
EKOS Research Associates Inc., 2020

https://www.getcybersafe.gc.ca/en/secure-your-devices/system-updates
https://www.getcybersafe.gc.ca/en/resources/update-your-software
https://www.getcybersafe.gc.ca/en/resources/video-software-updates


SMISHING
Smishing scams are fraudulent text messages 
pretending to be from reputable sources that try 
to trick you into giving up personal information 
or sending money.
Never send personal information over text 
unless you’re 100% sure you know who is 
receiving it.

Learn more about smishing
• The 7 red flags of phishing
• Urgent: Your password was successfully reset
• Phishing: Don’t take the bait!

of Canadians have 
fallen for smishing
scams on their phones
Get Cyber Safe Awareness Tracking Survey, EKOS 
Research Associates Inc., 2020

https://www.getcybersafe.gc.ca/en/resources/7-red-flags-phishing
https://www.getcybersafe.gc.ca/en/resources/what-phishing
https://www.getcybersafe.gc.ca/en/resources/video-phishing-dont-take-bait


MULTI-FACTOR 
AUTHENTICATION
Multi-factor authentication (MFA) gives your devices an 
extra layer of protection by using two or more security 
measures verify your identity and that you should have 
access to your accounts or devices.
The three types of authentication factors are:
• Something you know, like a password
• Something you own, like a USB key
• Something you are, like a fingerprint
Learn more about MFA
• Multi-factor authentication
• Multi-factor authentication makes cyber security all 

about you!
• Video: Multi-factor authentication

Canadians use 
multi-factor 
authentication

Survey of Internet Users Regarding Cyber 
Security, Public Safety Canada, 2018

https://www.getcybersafe.gc.ca/en/secure-your-accounts/multi-factor-authentication
https://www.getcybersafe.gc.ca/en/resources/multi-factor-authentication
https://www.getcybersafe.gc.ca/en/resources/video-multi-factor-authentication


WEEK 3: 
COMPUTER 
WEEK
OCTOBER 11-17

Phones are great, but there still are some 
things they can’t do as well as a good old-
fashioned laptop or desktop, like video 
games, responding to emails, or work. Let’s 
reward these important devices with some 
well-deserved caring.
This week, we’ll talk about everything you 
can do to keep your computer safe, 
including:

• Passphrases and complex passwords
• Malware protection
• Phishing scams



PASSWORDS AND 
PASSPHRASES
It might seem simple, but a strong 
password can make all the difference 
when it comes to account security. As a 
general rule, strong passwords have:
• 8 to 12 characters
• Upper- and lower-case letters, numbers 

and symbols
• No personal information
If you want to play it even safer, try using a 
passphrase: a series of four or more 
random words that is 15 characters or 
longer.

Canadians change their 
passwords at least a 
few times a year
Get Cyber Safe Awareness Tracking Survey, EKOS 
Research Associates Inc., 2020



MALWARE
Malware is malicious software that infects 
your computer so cyber criminals can 
infiltrate or damage your device. 
You can avoid getting infected by not clicking 
suspicious links, downloading only from 
legitimate sources and having an up-to-date 
antivirus software installed on your system.

Learn more about malware
• Malware infographic detected!
• What is malware: How to protect yourself
• Video: Malware and ransomware

Canadians have had 
malware on their 
computer
Get Cyber Safe Awareness Tracking Survey, EKOS 
Research Associates Inc., 2020

https://www.getcybersafe.gc.ca/en/resources/malware-infographic-detected
https://www.getcybersafe.gc.ca/en/blogs/what-malware-how-protect-yourself
https://www.getcybersafe.gc.ca/en/resources/video-malware-and-ransomware


PHISHING
Like smishing, phishing is when a cyber 
criminal pretends to be a legitimate 
organization or someone you know in order 
to extort information or money from you.
Phishing scams can be subtle, but you can 
avoid falling for them if you know what to 
look for.

Learn more about phishing scams
• Why do cyber scams trick us?
• Three common types of phishing scams
• Signs of a phishing campaign: How to 

keep yourself safe

Canadians say they’ve 
replied to a phishing 
message unknowingly
Survey of Internet Users Regarding Cyber Security, 
Public Safety Canada, 2018

https://www.getcybersafe.gc.ca/en/resources/social-engineering-how-cyber-scams-trick-us
https://www.getcybersafe.gc.ca/en/blogs/three-common-types-phishing-scams
https://www.getcybersafe.gc.ca/en/blogs/signs-phishing-campaign-how-keep-yourself-safe


WEEK 4: 
NETWORK 
WEEK
OCTOBER 18-24

Let’s face it: nobody is waiting in line for 
the latest router. Network devices may 
not be as flashy as phones or 
computers, but they serve an important 
function — connecting us to everything. 
Let’s give these unsung heroes their 
due by securing them against cyber 
threats.
This week, you’ll learn all about how to:
• Set up a secure Wi-Fi network
• Use Wi-Fi safely
• Protect your business network
In celebration of Small Business Week, 
we will also feature advice and 
guidance on cyber security for small- to 
medium-sized businesses.



SETTING UP 
SECURE NETWORKS
Your Wi-Fi network connects all your devices to each 
other — so if it gets compromised, any of your 
devices could be at risk.
Make sure your router is set up with a unique and 
complex password, and consider creating a separate 
guest network to prevent any unwanted users from 
logging in.
Learn more about private networks
• Private networks
• Three ways to stay cyber secure (while working 

from home)
• COVID-19: How to set up a cyber secure home 

office in the midst of a pandemic

of Canadians don’t 
use their router’s 
default password
Get Cyber Safe Awareness Tracking Survey, EKOS 
Research Associates Inc., 2020

https://www.getcybersafe.gc.ca/en/secure-your-connections/private-networks
https://www.getcybersafe.gc.ca/en/blogs/three-ways-stay-cyber-secure-while-working-home
https://www.getcybersafe.gc.ca/en/blogs/cyber-security-covid-19-how-set-cyber-secure-home-office


USING WI-FI 
SAFELY
If you’re not careful, Wi-Fi networks –
especially public ones – can leave your 
devices vulnerable to attacks.
If you’re using a public Wi-Fi network, avoid 
accessing sensitive information and use a 
VPN if possible.
Learn how to connect carefully
• Public Wi-Fi
• VPNs

of consumers put 
their information at 
risk while using 
public Wi-Fi
2017 Norton Wi-Fi Risk Report, Norton by 
Symantec, 2017

https://www.getcybersafe.gc.ca/en/secure-your-connections/public-wi-fi
https://www.getcybersafe.gc.ca/en/secure-your-connections/vpns


PROTECTING YOUR BUSINESS
Cyber threats don’t just affect people. Businesses are often 
victims of phishing, malware and other cyber threats.
To stay protected, businesses should consider creating a 
cyber security plan for their employees, including internet and 
social media usage guidelines and rules for email safety.

Learn to to keep your business safe
• How businesses can make a cyber security plan for their 

employees
• E-commerce cyber security: An introduction for online 

merchants
• Cyber security for small businesses: Why software updates 

are essential

https://www.getcybersafe.gc.ca/en/blogs/how-businesses-can-make-cyber-security-plan-their-employees
https://www.getcybersafe.gc.ca/en/blogs/e-commerce-cyber-security-introduction-online-merchants
https://www.getcybersafe.gc.ca/en/blogs/cyber-security-small-businesses-why-software-updates-are-essential


WEEK 5:
SMART 
DEVICE 
WEEK
October 25-31

If computers are your childhood BFF, then 
the smart devices around your house are 
that quirky but lovable friend you make as 
an adult — a little weird, but once you 
work together, you won’t know how you 
ever lived without them.
This week, we’ll teach you to take care of 
your TVs, doorbells and other smart 
devices by:

• Setting up your networks for 
smart devices

• Changing your privacy settings
• Using IoT at home or your business



SETTING UP 
NETWORKS FOR 
SMART DEVICES
Your smart devices know a lot about you — like 
your schedule, your credit card information, and 
more.
To make sure none of that data makes it into the 
wrong hands, set up a separate network for 
your smart devices. That way, no matter who 
connects to your Wi-Fi, your own connected 
devices won’t be compromised.
Learn how to protect your smart device
• TVs and smart devices
• Private networks

of Canadians use a 
guest network for 
their smart devices 
and/or visitors

Get Cyber Safe Awareness Tracking Survey, EKOS 
Research Associates Inc., 2020

https://www.getcybersafe.gc.ca/en/secure-your-devices/tvs-and-smart-devices
https://www.getcybersafe.gc.ca/en/secure-your-connections/private-networks


SECURING YOUR 
SMART DEVICE
Smart devices might be smart, but they still need 
you to do the thinking to keep them safe. 
Luckily for you, it’s not too complicated — the 
same tactics used to keep your phone, computer 
and tablet safe (like multi-factor authentication, 
software updates and strong passwords) will 
work on your smart home devices, too.
Learn more about smart home privacy
• Multi-factor authentication
• Software updates
• Passwords and passphrases

of Canadians have 
researched steps they 
can take to secure 
their smart devices
Get Cyber Safe Awareness Tracking Survey, EKOS 
Research Associates Inc., 2020

https://www.getcybersafe.gc.ca/en/secure-your-accounts/multi-factor-authentication
https://www.getcybersafe.gc.ca/en/secure-your-devices/system-updates
https://www.getcybersafe.gc.ca/en/secure-your-accounts/passphrases-passwords-and-pins


IoT FOR BUSINESS
IoT (also called the Internet of Things) is just the 
more “business” way to say smart devices. It 
can include anything from a smart speaker that 
helps you manage your calendar to tools you 
need for your specific industry.
Unfortunately, like everything that’s connected 
to the internet, IoT devices can become the 
target of cybercriminals, so businesses need a 
plan in place to protect it.
Learn more about IoT
• IoT Toolkit for SMBs
• Internet of Things security

https://www.getcybersafe.gc.ca/en/resources/internet-things-toolkit-small-and-medium-businesses
https://cyber.gc.ca/en/guidance/internet-things-security-small-and-medium-organizations-itsap00012


GET MORE CSAM RESOURCES
Want more information about how to protect your devices? 
Check out our CSAM campaign resources, including how-to 
guides, checklists and more!

• Campaign videos
• Campaign infographics
• Weekly blog posts
• Poster for SMBs

https://www.getcybersafe.gc.ca/en/resources?filter=37,220
https://www.getcybersafe.gc.ca/en/resources?filter=220
https://www.getcybersafe.gc.ca/en/blogs?filter=109
https://www.getcybersafe.gc.ca/en/resources/make-your-work-devices-work-you-guide-employees


WANT TO GET INVOLVED?
The more Canadians learn about staying safe online, the better off we’ll 
all be. And the best way to grow the conversation about cyber security 
is to have more people involved.
Anyone can be a part of Cyber Security Awareness Month. We’re 
making it easy for you to get started right away — like getting an A+ in 
kindergarten, all you have to do is share.

• Social media toolkit
• Profile frames
• Web banners
• Video call backgrounds

http://www.getcybersafe.gc.ca/en/resources/cyber-security-awareness-month-2020-social-media-kit-partners
https://www.getcybersafe.gc.ca/en/resources/csam-resources
https://www.getcybersafe.gc.ca/en/resources/csam-resources
https://www.getcybersafe.gc.ca/en/resources/csam-resources


FOLLOW US ON SOCIAL FOR 
MORE SHARABLE CONTENT

Twitter
Facebook
Instagram
LinkedIn

https://twitter.com/getcybersafe
https://www.facebook.com/GetCyberSafe
https://instagram.com/getcybersafe
https://www.linkedin.com/showcase/get-cyber-safe/


QUESTIONS OR COMMENTS?
Reach Get Cyber Safe through the Canadian Centre for 
Cyber Security’s contact centre:
• Email: contact@cyber.gc.ca
• Toll Free: 1-833-CYBER-88 (1-833-292-3788)

mailto:contact@cyber.gc.ca


THANK YOU FOR 
HELPING CANADIANS 
GET CYBER SAFE!


